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“Our freedom is built on what
others do not know of our
existences.”
—aleksandr solzhenitsyn



“Everyone has the right to respect
for his private and family life, his
home and his correspondence.”
—european convention on human rights, article 8



Data protection
A collection of tools for achieving
privacy.

Data security
When procedures work as foreseen.



Right to know ❧
Right to consent
User-centric
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Public sector websites
Private visits
Governing vs. governance



No tracking : 2

Tracking : 288

No tracking Tracking

99% of
Swedish
municipalities
use either...

• Third-party
trackers

• Tracking cookies
• Third-party
service behaviours



European Union law
Present:
Directive 2002/48/EC E-Privacy. Art 5(3): “cookie law”
Directive 1995/46/ECData Protection
Directive 2014/53/EU Radio Equipment Standardisation
Member State laws on public administration

Coming:
General Data Protection Regulation (GDPR)
Law Enforcement Data Protection Directive



So what to do?
Encrypt all the things.
Don’t expose your visitors to
others.
(At least not without their
consent!)





HTTP



HTTPS



• SSL certificates are cheap
• Let’s Encrypt (letsencrypt.org) will
make them free and automated

• Use HTTP Strict Transport
Security (HSTS)









Don’t tell other websites
about your visitors
<a href="http://foo.bar" rel="noreferrer">
I don’t leak referrer information.
</a>

W3CHTML5 Recommendation, 4.8.4.8



Referrer Policy, W3C draft
Firefox, Chrome, Safari, Microsoft Edge:

<meta name="referrer" content="never">

(no-referrer actually preferred keyword, but doesn’t
work with Edge)



No More Shall We
Third-Party



Doesn't use Google Analytics : 57

Uses Google Analytics : 233

Google Analytics usage among
Swedish municipalities



Piwik
• Open source, php + mysql
• You own the data
• Various privacy options
• Can be used without cookies

Totally radical alternative: don’t track.



Third-parties: Comment platforms
Disqus:
• Anonymity
• Control
• Rights
• Privacy



The Quest for a Disqus alternative
• Plain ol’ built-in comment system
• Self-hosted open-source Disqus-like software (e.g.,
Isso, HashOver)

• Integration with forum software (e.g., Discourse,
Vanilla Forums)



Third-parties: Social media
• Vendor-provided embedded like/share buttons track
people

• Use locally hosted images/fonts instead!
• Or... two-click solution:



Third-parties: Fonts



Once More, With Feeling
Use HTTPS – always.

Don’t leak referrers.

No third-party resources without
consent. Self-host.



In conclusion...
Individuals matter.

It’s possible to protect privacy.
Join us! ❦



Thank you!
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