
Unsafe Harbors
Data Protection Strikes Back

Amelia Andersdotter & Anders Jensen-Urstad

WordCamp Nürnberg 2016

dataskydd.net



Good news: (Say what?!)

A new data protection
regulation.



Why data protection?
Because human rights.



Data protection
A collection of tools for achieving
privacy.

Data security
When procedures work as foreseen.
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Right to know ❧
Right to consent
User-centric
Data minimization
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Our work – why websites?
❧ Simple solutions
❧ Public sector: no need to rewrite

laws to make protection possible



Common website privacy
problems
❧ Inventing end-user obligations
❧ Letting curiosity get the better of you
❧ Doing things the way they’ve always been done



Legislative status
❧ Safe Harbor r.i.p. Instead: “Privacy Shield”?
❧ General Data Protection Regulation (GDPR)
❧ Law Enforcement Data Protection Directive
❧ ePrivacy Directive
❧ EU court jurisprudence; right to be forgotten



So what to do?
Encrypt all the things.

Don’t snitch on your visitors.





HTTP



HTTPS



“We’re in a world where if your
adversary can see your traffic … and
your traffic is unencrypted, that is an
attack vector – not an information leak.
This is key: unencrypted traffic is a
vulnerability.”
— nicholas weaver, “the golden age of bulk
surveillance”, usenix enigma 2016





(Ars Technica)



• SSL/TLS certificates are now free,
thanks to...

• ...Let’s Encrypt (letsencrypt.org) –
free and automated. Just out of
beta. No excuses anymore!

• Use HTTP Strict Transport
Security (HSTS)
For bonus points: Public Key Pinning









Referrer Policy, W3C draft
Firefox, Chrome, Safari, Microsoft Edge:

<meta name="referrer" content="never">

(no-referrer actually preferred keyword, but doesn’t
work with Edge)



No More Shall We
Third-Party



Piwik
a.k.a.: You can have useful data without sacrificing the
privacy of your users on the altar of Google.

• Open source, php + mysql
• You own the data
• Various privacy options
• Can be used without cookies

Totally radical alternative: don’t track.



Content Security Policy
Content-Security-Policy: default-src 'self';
script-src 'self' https://other-domain.com

Check yerself: https://securityheaders.io/

https://securityheaders.io/


We’re making it easier!
Soon(ish): online tool to check your website
(or someone else’s)

Funding: Internetfonden / The Internet Foundation IIS



Once More, With Feeling
Use HTTPS – for everything, always.
Don’t leak referrers.

No third-party resources without
consent. Self-host.
Embrace Content Security Policy.



In conclusion...
Individuals matter.

It’s possible to protect privacy.
Join us! ❦
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