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Good news: (Say what?!)

A new data protection
regulation.



Why data protection?

Because human rights.



Data protection

A collection of tools for achieving
privacy.

Data security
When procedures work as foreseen.
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Our work — why websites?
s» Simple solutions

»& Public sector: no need to rewrite
laws to make protection possible



Common website privacy
problems

2» Inventing end-user obligations
2o Letting curiosity get the better of you
2» Doing things the way they’ve always been done



Legislative status

Safe Harber R.1.P. Instead: “Privacy Shield”?
General Data Protection Regulation (GDPR)
Law Enforcement Data Protection Directive
ePrivacy Directive

EU court jurisprudence; right to be forgotten

¢ EEE



So what to do?
Encrypt 4// the things.

Don’t snitch on your visitors.



sodersjukhuset.se/Avdelninga:

n/Venhalsan-hivm: @y | ¢ |[Q search

ottagningar/Mottagningar/Venhal

Avdelningar & mottagningar

SOS akutmottagningar
S0OS avdelningar

Venhalsan
Hiv-mottagning
Hivis - Jakten pa ett vaccin
mot hiv
Akut
Anestesi/lVA
BB SOS - Graviditet och forlossning
Bild
Dagkirurgiskt centrum
Handkirurgi
Hudkliniken
Infektionsenheten
Internmedicin
Kardiologi
Kvinnosjukvard/Forlossning
Kirurgi
Ortopedi
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SODERSJUKHUSET

Startsida Om ditt besok  Forskning utbildning innovation

SOS mottagning:

Venhalsan

P Venhilsans hiv-mottagning behandlas
patienter med hiv. Vi tar emot personer med hiv
som diagnostiserats pa Venhalsans drop-in/STI-
mottagning eller som remitteras fran annan
lakarmottagning eller annat sjukhus.

Venhiilsan ir med i MINA VARDKONTAKTER. Ga
in p& minavardkontakter.se och lis mer.

Information om kvalitetsregistret InfCare HIV - Ett
beslutsstod och kvalitetsregister for att forbittra
hiv-varden i Sverige (pdf) »

P& hi arbetar lakare, kuratorer, psykiatriker samt sekreterare. Vi tar emot
vuxna personer, oavsett kn eller sexuell laggning, med hiv-infektion. Om du oroar dig for att du kanske
bar pa hiv-infektion &r du attbesoka drop-in/STl-mottagning for radgivning och
eventuell hiv-testning.

Trygghet och kontinuitet
Vi har som mél att skapa kontinuitet och en saker vardkvalitet for vara patienter. | denna stravan ingér att
vi forsoker se till att du fér tréffa samma lékare varje géng du kommer.

Tystnadsplikt

For oss ar detviktigt att du kanner dig trygg hos oss och kan lita pé att vi tilgodoser din ratt il integritet
och sekretess. Vi gor allt for att denna rét inte ska krankas. Nar vi remitterar véra hiv-patienter till andra
Kliniker, pé eller utanfor Sédersjukhuset, for undersokning och behandling ar det ofrnkomligt att
remissemna innehaller personliga uppgifter om dig. Men vi har forsakrat oss om att de vi remitterar till
ocksa tillgodoser din ratt till integritet och sekretess.

Q Sk har »

Utskad sokning

Reception:
Tel. 08-616 25 00
Fax 08-616 25 09

Radgivningen:
Telefon: 08-616 39 97
mén, ons: 07:30-12:00,
13:00-14:30

tis, tor, fre: 07:30-12

Provsvar:
Mina vardkontakter:
wwwminavardkontakter.se

Hita tll oss:

Vifinns pé Sjukhusbacken 14, plan
-1 (huset tilhéger om huvug-
byggnaden om du star med
ansiktet mot huvudentrén). Hiss S
om du kommer via kulverten.

SLis reseplanerare

| om vaccin mothiv_

Hivis ar ettforskningsprojekt som
syttar til tt ta fram eft vaccin mot
hiv. Har kan du lasa mer om Hivis
och iakten pa ett vaccin mot hiv.



HTTP

No. Time Source Destination Protocol Length Info
9 6.386222000 130.241.215.126 217.114.84.41 HTTP

» GET /Avdelningar--mottagningar/Mottagningar/Venhalsan/Venhalsan-hivmottagning/
Host: www.sodersjukhuset.se\r\n

User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:42.0) Gecko/20100101 Firefox/42
Accept: text/html,application/xhtml+xml, application/xml;q=0.9,*/*;q=0.8\r\n

0000 74 26 ac e9 cl 40 34 02 86 f7 ad 46 08 00 45 00
0010 01 c2 d9 df 40 00 40 06 d7 4a 82 f1 d7 7e d9 72
0020 54 29 e0 e2 00 50 3d c7 8cC el 29 94 40 04 80 18
0030 00 e5 bd 8f 00 00 01 01 08 Ga 06 5b 55 40 09 00
0040 8e

0050
0060
0070
0080
0090
00a0

HTTP/1. 1..




HTTPS

No. Time Source Destination Protocol Length Info
14 4.274869000 130.241.215.126 217.114.84.41 TLSv1 261 Client Hello

~Server Name Indication extension
Server Name list length: 24
Server Name Type: host_name (0)
Server Name length: 21
Server Nam www . sodersjukhuset. se

0000 74 26 ac e9 cl 40 34 02 86 f7 ad 46 08 00 45 00

0010 00 f7 c8 9c 40 00 40 06 e9 58 82 f1 d7 7e d9 72
0020 54 29 97 ae 01 bb 23 04 0f 4e 5a af 99 8d 80 18
0030 00 e5 4a de 00 60 01 01 08 Ga 06 59

0040 bd 17

0050
0060
0070
0080
0090 77 77 2e 73
00a0 74 2e 73 65




“We're in a world where if your
adversary can see your traffic ... and
your traffic is unencrypted, that is an
attack vector — not an information leak.
This is key: unencrypted traffic is a

vulnerability.”

— NICHOLAS WEAVER, “THE GOLDEN AGE OF BULK
SURVEILLANCE”, USENIX ENIGMA 2016



& @ www openbsd.org ] HQ Search ‘ vBA &+ O & o

norwegian »)- 0h 42m Figre s

Only two remote holes in the default install, in a heck of a long time!

The OpenBSD project produces a FREE, multi-platform 4.4BSD-based UNIX-like operating syste:
Our efforts emphasize portability, ization, correctness, proactive security and integratec
cryptography. As an example of the effect OpenBSD has, the popular OpenSSH software comes fr

& @ view-source:http://www.openbsd.org/ < ||Q Search | wE +$ O @ o-v

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN">
<html>

<head><link href="http://wifi.norwegian.com/unb/unb.css"
rel="stylesheet" type="text/css">

<script type="text/javascript" src="http://wifi.norwegian.com
/unb/jgqr44-1.8.3.js"></script>

<script type="text/javascript"=var r44_btime=new Date();var
r44_smu_time=1455916733.232</script>

<script type="text/javascript" sre="http://wifi.norwegian.com
/unb/unb.js"></script>

<title>OpenBSD</title>



GitHub battles “largest DDoS” in site’s
history, targeted at anti-censorship tools

HTTP hijacking used to redirect Baidu search engine traffic into a massive DDoS.

by Sebastian Anthony - Mar 30, 2015 1:19pm CEST
CEm Y

GitHub, the largest public code repository in the world, is currently battling against the largest and most
gnarly distributed denial of service (DDoS) attack in the site's history. The attack started on Thursday
morning (March 26) and has continued unabated since then, evolving several times to circumvent

Meet “Great Cannon,” the man-in-
the-middle weapon China used on GitHub
Powerful weapon could easily be used to inject malware attacks into traffic.

by Dan Goodin - Apr 10, 2015 6:32pm CEST m m
(Ars Technica)



» SSL/TLS certificates are now free,
thanks to...

» ...Let’s Encryprt (letsencrypt.org) —
free and automated. Just out of
beta. No excuses anymore!

* Use HT'TP Strict Transport
Security (HSTYS)

For bonus points: Public Key Pinning



8 hitps://www.sahlgrenska.se

ter/hiv-mots W Q By
. Sath“;kenska Universitetssjukhuset :
\/’,/ -

* Avdelningar och Undersokningar, diagnoser Om ditt besék
1! mottagningar 9 och behandlingar S hososs

HIV-mottagning e ]

P4 sahigrenska sjukhuset

Hbt-diplomerad mottagning

031 -3423442 @ Grona straket 16
- Plan K
TELEFONTIDER Sahlgrenska sjukhuset

08:00-15:00 | méan avtid 413 45 Goteborg

Visa adress pa karta Bf

Karta over sjukhusomrédet (pdf) "
UNDERSOKNINGAR, DIAGNOSER OCH

- BEHANDLINGAR
VAGBESKRIVNING

Hallplats: Sahlgrenska huvudentré o T
P-plats: P-hus Dubbdacket.
Hudkliniken, Gréna straket 16. Den

gula byggnaden vid Grona strakets



chsm

GOTALANDSREGIONEN

Sahlgrenska Universitetssjukhuset

031-342 10 00

Besok oss i sociala medier:

n,o You '




Request Headers
host: www. facebook.com
:method: GET
:path: /sahlgrenska
:scheme: https

:version: HTTP/1.1
accepkt: text/html,application/xhtml+xml,applicatio

n/xml;q=0.9, image/webp,*/*;q=0.8
accept-encoding: gzip, deflate, sdch
accept-language: en-US,en;q=0.8

referer: https://www.sahlgrenska.se/omraden/omrade-
5/hud--och-konssjukvard/enheter/hiv-mottagning/



Referrer Policy, W3C draft

Firefox, Chrome, Safari, Microsoft Edge:
<meta name="referrer" content="never">

(no-referrer actually preferred keyword, but doesn’t
work with Edge)



No More Shall We

T'hird-Party



Piwik
a.k.a.: You can have useful data without sacrificing the
privacy of your users on the altar of Google.

|||||

* Open source, PHP + MYSQL T

* You own the data

* Various privacy options

* Can be used without cookies

Totally radical alternative: don’t track.



Content Security Policy

Content-Security-Policy: default-src 'self';
script-src 'self' https://other-domain.com

x O Elements Network Sources Timeline | Console | » @2

© W <topframe> v Preserve log

® Refused to load the script 'https://evil- index.html:1
cdn.com/jquery-2.2.0.min.js' because it violates the following
Content Security Policy directive: "script-src 'self'
https://other-domain.com".

® Refused to load the image 'https://such-third- index.html:1
party.com/much referrer.png' because it violates the following
Content Security Policy directive: "default-src 'self'". Note that

‘img-src' was not explicitly set, so 'default-src' is used as a
fallback.

Check yerself: https://securityheaders.io/


https://securityheaders.io/

Were making it easier!
Soon(ish): online tool to check your website
(or someone else’s)

r.ex
third_party_cookies = Enum.reduce json["cookies"], [1, fn(x)
tring.ends_with?(x["domain"], registerable_domain) dc
-> acc
lse -> acc ++ [x]

meta_referrer = json["content"]
i.find("meta[name="referrer']")
attribute("content™)
ist.to_string

Internetfonden

Funding: Internetfonden / The Internet Foundation IIS



Once More, With Feeling
Use HT'TPS - for everything, always.

Don’t leak referrers.

No third—party resources without
consent. Self—bosz‘.

Embrace Content Security Policy.



In conclusion...

Individuals matter.
It’s possible to protect privacy.

Join us! ¥



Thank you!

Amelia Andersdotter Anders Jensen-Urstad
@teirdes @ndrsju
amelia@andersdotter.cc anders@unix.se
ameliaandersdotter.eu anders.unix.se
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