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Three paradigms for privacy
The right to be left alone (1870s)
The right to keep things to yourself. To be secret and
unrevealed.

The right to privacy as control (1970s)
The origin of data protection laws: rules for
transparency and accountability even after information
is revealed.

The right to identity and identity development (2000s)
The opportunity to develop one’s own personality
without undue interference.
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https://webbkoll.dataskydd.net/en
(https://github.com/andersju/webbkoll)

Swedish municipalities (in Swedish) :
https://dataskydd.net/kommuner
(https://github.com/andersju/municipality-privacy)

Funding: Internetfonden / The Internet Foundation IIS

https://webbkoll.dataskydd.net/en
https://github.com/andersju/webbkoll
https://dataskydd.net/kommuner
https://github.com/andersju/municipality-privacy 




Data leakage to ISPs, schools, work, etc.
Data leakage to adjacent websites.
Data leakage to advertisers, CDNs, font
providers, etc.



“All browsing activity should be
considered private and sensitive.”
— https://https.cio.gov/

“Pervasive monitoring is a technical
attack that should be mitigated in the
design of IETF protocols, where
possible.”
— internet engineering task force, rfc 7258, “pervasive
monitoring is an attack”



“We’re in a world where if your
adversary can see your traffic … and
your traffic is unencrypted, that is an
attack vector – not an information leak.
This is key: unencrypted traffic is a
vulnerability.”
— nicholas weaver, “the golden age of bulk
surveillance”, usenix enigma 2016





(Ars Technica)
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“Note: Because the source of a link may
be private information or may reveal
an otherwise private information
source, it is strongly recommended that
the user be able to select whether or not
the Referer field is sent.”
— rfc 1945, hypertext transfer protocol–http/1.0, 10.13,
may 1996



Referrer Policy, w3c draft
<meta name="referrer" content="no-referrer">

or

http header:
Content-Security-Policy: referrer no-referrer

(Soon: Referrer-Policy: no-referrer)
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Alternatives:
https://dataskydd.net/nightlybuild2016

https://dataskydd.net/nightlybuild2016


Content Security Policy
Content-Security-Policy: default-src 'self';
script-src 'self' https://other-domain.com

Check & build: https://report-uri.io/home/tools

https://report-uri.io/home/tools


https://webbkoll.dataskydd.net/en

Funding: Internetfonden / The Internet Foundation IIS
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Try it: https://webbkoll.dataskydd.net/
(English/Swedish) (no cookies! )
Code: https://github.com/andersju/webbkoll
(mit license)

https://webbkoll.dataskydd.net/
https://github.com/andersju/webbkoll


What else?
❧ Advocacy. Strategy: mimic legal texts.

Ex: government hacking, incident reporting

❧ Separating “normal” from “crisis”!
Ex: privacy, security and economics

❧ Data protection requires data security
but the reverse is not true.
E.g. security is for the agent with money and this is frequently not
the consumer or the citizen



Thank you!
Slides, links, etc.: https://dataskydd.net/nightlybuild2016
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