Ndr man med en vanlig webbldsare — i det hdr exemplet Mozilla Firefox — besoker Waxholmsbolagets
reseplanerare (http://www.waxholmsbolaget.se/resa/skargardstrafiken/sok-resa/reseplanerare/) skickas
information om besoket till flertalet olika tredjeparter. Detta kan verifieras med exempelvis de
medfoljande utvecklarverktygen i Mozilla Firefox och Google Chrome.

Vid sidladdning den 28 februari 2016 laddades det in resurser inte bara fran www.waxholmsbolaget.se
utan dven fran foljande externa tjanster: ajax.googleapis.com, fonts.googleapis.com, fonts.gstatic.com,
translate.googleapis.com och www.google-analytics.com, tillhérandes amerikanska Google Inc.;
f1.eu.readspeaker.com, tillhérandes nederldndska ReadSpeaker Holding B.V.; samt static.jquery.com,
tillhérandes amerikanska jQuery Foundation.

W Reseplanerare battraf... % \‘ﬂ'
www .waxholmsbolaget.se/resa/skargardstrafiken/sok-resa/reseplanerare/
A
R | {1 Inspector t. Console @ Debugger |{} Style Editor | © Peﬁo!%MggoggleGET
v Method File Domain Type Transferred Size
® 200 GET jquery.min.js @ ajax.googleapis.com js 3131 KB 89,41 KB
® 200 GET jquery-ui.css @ ajax.googleapis.com €ss 5,84 KB 33,22 KB
® 200 GET jquery-ui.min.js @ ajax.googleapis.com js 59,31 KB 222,66 KB
® 200 GET jquery.ui.datepicker-sv.min.js @ ajax.googleapis.com js 0,39 KB 0,72 KB
® 200 GET ui-bg_flat_75_ffffff_40x100.png @ ajax.googleapis.com png 0,17 KB 0,23 KB
® 200 GET ReadSpeaker.js?pids=embhl # fl.eu.readspeaker.com js 3,76 KB 9,82 KB
® 200 GET ReadSpeaker.Styles.css?v=2.5.8.3406 # fl.eu.readspeaker.com €ss 3,56 KB 19,73 KB
® 200 GET ReadSpeaker.Core.js?7v=2.5.8.3406 # fl.eu.readspeaker.com is 8,35 KB 26,82 KB
® 200 GET ReadSpeaker.pub.Config.js?v=2.5.8.3406 # fl.eu.readspeaker.com js 5,40 KB 16,78 KB
® 200 GET ReadSpeaker.lib.Facade.adapter jquery.js?v=2.5.8.3406 # fl.eu.readspeaker.com is 1,35 KB 3,96 KB
® 200 GET ReadSpeaker.Common.Settings.js?v=2.5.8.3406 # fl.eu.readspeaker.com js 4,00 KB 14,29 KB
® 200 GET ReadSpeaker.PlayerAPl.js?v=2.5.8.3406 # fl.eu.readspeaker.com is 2,42 KB 9,26 KB
® 200 GET ReadSpeaker.HL.js7v=2.5.8.3406 # fl.eu.readspeaker.com js 12,93 KB 57,65 KB
® 200 GET ReadSpeaker.ui.js7v=2.5.8.3406 J# fl.eu.readspeaker.com js 13,20 KB 45,38 KB
® 200 GET ReadSpeaker.enlargeHL.js?v=...3406-1 # fl.eu.readspeaker.com js 4,03 KB 12,68 KB
® 200 GET ReadSpeaker.enlargeHL.css?v=...3406-1 # fl.eu.readspeaker.com €ss 0,46 KB 119 KB
® 200 GET css?family=Roboto:400italic, 400,500, 500italic @ fonts.googleapis.com css 110 KB 9,09 KB
® 200 GET RxZJdnzeo3R5zSexge8UUVIXRa8TVwTICgirnJhmViw. woff2 @ fonts.gstatic.com woff2 14,25 KB 19,01 KB
® 200 GET CWBOXYABbzoOkSThXOUTUA. woff2 @ fonts.gstatic.com woff2 14,24 KB 18,99 KB
A 304 GET RxZJdnzeo3R5z5exge BUUVIXRa8TVwTICgirnJhmVIw. woff2 @ fonts.gstatic.com woff2 14,25 KB 19,01 KB
A 304 GET CWBOXYABbzoOkSThXOUTUA. woff2 @ fonts.gstatic.com woff2 14,24 KB 18,99 KB
A 304 GET RxZldnzeo3R5z5exge8UUVIXRa8TVWTICgirnJhmV.iw. woff2 @ fonts.gstatic.com woff2 14,25 KB 19,01 KB
A 304 GET CWBOXYABbzoOkSThXOUTUA. woff2 @ fonts.gstatic.com woff2 14,24 KB 18,99 KB
A 304 GET RxZldnzeo3R5z5exge8UUVIXRa8TVWTICgirnJhmV.iw. woff2 @ fonts.gstatic.com woff2 14,25 KB 19,01 KB
® 200 GET vPcynSLOqHG_6dX7IKVByfesZW2x0Q-xsNqO47m550A. woff2 @ fonts.gstatic.com woff2 15,37 KB 20,49 KB
A 304 GET CWBOXYABbzoOkSThXOUTUA. woff2 @ fonts.gstatic.com woff2 14,24 KB 18,99 KB
® 200 GET ui.theme.css # static.jquery.com css 2,11 KB 9,59 KB
® 200 GET element js?cb=googleTranslateElementinit # translate.google.com is 0,69 KB 1,52 KB
® 200 GET translateelement.css @ translate.googleapis.com css 3,23 KB 17,34 KB
® 200 GET main.js @ translate.googleapis.com js 1,50 KB 3,08 KB
® 200 GET element_main.js @ translate.googleapis.com js 77,38 KB 217,95 KB
® 200 GET analytics.js # www.google-analytics.com js 10,68 KB 25,68 KB
® 200 GET collect?v=1&_v=j41&a=1661888429&=pageview&_s=1... & www.google-analytics.com gif 0,03 KB 0,05 KB
® 200 GET [resa/skargardstrafiken/sok-resa/reseplanerare/ # www.waxholmsbolaget.se html 28,54 KB 28,42 KB
® 200 GET skeleton.css # www.waxholmsbolaget.se css 9,85 KB 9,85 KB
® 200 GET base.css?v=3 # www.waxholmsbolaget.se css 8,81 KB 8,81 KB

Vid samtliga dessa kontakter med tredjeparter skickar webbldsaren en s.k. referrer header
(https://en.wikipedia.org/wiki/HTTP_referer) som en del av forfragningen. Detta &r standard. Denna


http://www.google-analytics.com/
https://en.wikipedia.org/wiki/HTTP_referer
http://www.waxholmsbolaget.se/resa/skargardstrafiken/sok-resa/reseplanerare/
http://www.waxholmsbolaget.se/

innehaller den kompletta webbadressen till den ursprungliga sidan. (Tillsammans med referrer-
informationen skickas det &ven med information om exempelvis besékarens webbldsare.) Med andra
ord far Google Inc.,, ReadSpeaker Holding B.V. och jQuery Foundation reda pa att man bestkt
Waxholmsbolagets reseplanerare. Nedan f6ljer nagra exempel fran det akuella besoket; se “Referer” pa
raden ndst langst ner i respektive bild.

Req uest URL: https://fonts.googleapis.com/css?fTamily=Roboto:400italic, 408,500, 5801italic
Request method: GET

Remote address: 1808.177.15.95:443

Status code: ® 200 0K Edit
Version: HTTP/2.0

| @ Filter headers

v Response headers (0,467 KB)
Access—Control-Allow-Origin: "*"
Alt-Svc: "quic=":443"; ma=2592000; v="30,29,28,27,26,25™
Alternate-Protocol: "443:quic,p=1"
Cache-Control: "private, max-age=86400"
Content-Encoding: "br"
Content-Length: "1129"
Content-Type: "text/css"
Date: "Sun, 28 Feb 2016 15:16:02 GMT"
Expires: "Sun, 28 Feb 2016 15:16:02 GMT"
Server: "GSE"
Timing-Allow-Origin: "*"
X-Firefox-Spdy: "h2"
X-Frame-Options: "SAMEORIGIN"
X-XSS-Protection: "1; mode=block”
x—content-type-options: "nosniff"
« Request headers (0,380 KB)
Host: "fonts.googleapis.com”
User-Agent: "Mozilla/5.0 (X11; Linux x86_64; rv:44.0) Gecko/20100101 Firefox/44.0"
Accept: "text/css, */*;q=0.1"
Accept-Language: "en-US,en;q=0.5"
Accept-Encoding: "gzip, deflate, br"
DNT: "1"
Referer: "http://www.waxholmsbolaget.se/resa/skargardstrafiken/sok-resa/reseplanerare/"
Connection: "keep-alive”




Request URL: http://f1.eu.readspeaker.com/script/6578/ReadSpeaker
Request method: GET

Remote address: 80.239.137.56:80

Status code: ® 200 0K

Version: HTTP/1.1

.js?pids=embhl

Edr

| Q, Filter headers

+ Response headers (0,445 KB)

Accept-Ranges: "bytes"”

Cache-Control: "public, max-age=43794"
Connection: "keep-alive”

Content-Encoding: "gzip"

Content-Length: "3855"

Content-Type: "application/javascript”

Date: "Sun, 28 Feb 2016 15:15:59 GMT"

Etag: "36a86aa3a09f5ac27e%ec1bb610898111"
Expires: "Mon, 29 Feb 2016 03:25:53 GMT"
Last-Modified: "Wed, 14 Oct 2015 14:13:50 GMT"
Vary: "Accept-Encoding”

X-Timestamp: "1444832029.85546"

X-Trans-Id: "txe515615709c345ae9bdaa-0056beladldfwl”

« Request headers (0,354 KB)

Host: "fl.eu.readspeaker.com”

User-Agent: "Mozilla/5.0 (X11; Linux x86_64; rv:44.0) Gecko/20100101 Firefox/44.0"

Accept: "*/*"

Accept-Language: "en-US,en;q=0.5"
Accept-Encoding: "gzip, deflate”
DNT: "1"

Referer: "http://www.waxholmsbolaget.se/resa/skargardstrafiken/sok-resa/reseplanerare/"

Connection: "keep-alive”



Request URL: http://static. jguery.com/ui/css/demo-docs-theme/ui. theme.css
Request method: GET

Remote address: 108.161.1587.102:80

Status code: ® 200 K

Version: HTTP/1.1

| Q, Filter headers

v Response headers (0,331 KB)
Cache-Control: "max-age=2592000"
Connection: "keep-alive”
Content-Encoding: "gzip”
Content-Type: "text/css"
Date: "Sun, 28 Feb 2016 15:15:59 GMT"
Etag: "W/"4a8b2e96-265e™
Expires: "Mon, 07 Mar 2016 06:07:41 GMT"
Last-Modified: "Tue, 18 Aug 2009 22:43:34 GMT"
Server: "NetDNA-cache/2.2"
Transfer-Encoding: "chunked”
X-Cache: "HIT"

+ Request headers (0,363 KB)
Host: "static.jquery.com”
User-Agent: "Mozilla/5.0 (X11; Linux x86_64; rv:44.0) Gecko/20100101 Firefox/44.0"
Accept: "text/css, */*;q=0.1"
Accept-Language: "en-US,en;q=0.5"
Accept-Encoding: "gzip, deflate”
DNT: "1"
Referer: "http://www.waxholmsbolaget.se/resa/skargardstrafiken/sok-resa/reseplanerare/"
Connection: "keep-alive”

E«




Google far dessutom extra detaljerad information om besokaren eftersom Waxholmsbolaget anvander
Google Analytics.

Nar man sedan gor en sokning — det vill sdga valjer avresedatum, resmal och avgangsbrygga — skickas
aterigen information till Google Analytics, inklusive den exakta sokningen, vilket foljande tva
skarmdumpar visar.

Lyssna Kontakta oss Webbkarta E
VI WAXHOLMSBOLAGET
RESA + GODS » OM WAXHOLMSBOLAGET + VISITOR &=
Resmal & dagsturer )
Batsemestra 1. Nér (Vilj avresdatum)
Angbatarna 2016.03.22 i Tidigare sékningar

Fartygen

Hasseludden - Vaxholm 2

2. Till (valj resmal)

7 Stavsnas - Sandhamn  2016-03-22
Vaxholm

TRAFIKINFO 3. Fran (Valj avgangsbrygga)

Hasseludden

2016-02-26 15:25:00 1
Trafikdndringar pa grund av
isldget, uppdaterad : .
Bat fran Hasseludden till Vaxholm tisdag den 22 mars 2016
2016-01-14 16:28:00
Hasseludden Vaxholm
Rattelse i vintertidtabellen 5
08:55 0935 Restid: 00:40
2015/2016, uppdaterad & s
Hasseludden Vaxholm
17:30 ca18:10 Restid: 00:40
Batar med andra biljetter
Reseplaneraren visar dven avgangar med Cinderellabatarna och SL:s bt Sjévagen. Observera
att dessa batar har egna biljetter.
W {3 Inspector 2 Console @ Debugger | {} Style Editor | €@ Performa... = Storage
v Method File Domain Ty 3@ Headers Cookies Params
U ZUU 9T 'EI.EIIIEIIL_IIIdIII.]b T LIdlIbldl\;‘.yUUylEdea.LUlll T )= I Request URL: httDS://WWW.gDDglE’analytlcs.CDmI’CDllBCt?V:j.&_V:J

© 200 GET analytics.js # www.google-analytics.com js ‘ Request method: GET
. collect?v=1&_v=j418&a=1165574080&t... www.google-analytics.com Remote address: 216.58.208.206:443

® 200 GET /resa/skargardstrafiken/sok-resa/reseplanerar... # www.waxholmsbolaget.se html I Status code: ® 2060 0K
® 200 GET jquery.touchwipe.min.js % www.waxholmsbolaget.se js ‘ Version: HTTP/2.0



Request URL: https://waw.google-analytics.com/collect?v=1& v=j418a=1165574080&t=pageviewd s=1&d1-http://www.waxholmsbolaget.se//resa/skargardstraf]

Request method: GET
Remote address: 216.58.208.206:443

https://www.google-analytics.com/collect?v=18& _v=j41&a=11655740802&

Stat de: T W t=pageview&_s=1&adl=http://www.waxholmsbolaget.se/resa/skargardstrafiken esdlns
2 |:|s code: ® /sok-resa/reseplanerare/?date=2016-03-22&from=Hasseludden&to=Vaxholm&ul=en-
LA T us&de=UTF-8&dt=Reseplanerare battrafiken&sd=24-bit&sr=1920x1080&

Filter headers vp=1916x6718&je=1& _u=QACAAEQAI~&jid=&cid=102094012.1456672563 &tid=UA-
Response headers (0,451 KB) 4488381-1&cdl= &z=302760635

Access-Control-Allow-Origin: "*
Age: "310146"
Alt-Svc: "quic=":443"; ma=2592000; v="30,29,28,27,26,25""

Alternate-Protocol: "443:quic,p=1"

Cache-Control: "no-cache, no-store, must-revalidate”

Content-Length: "35"

Content-Type: "image/gif”

Date: "Thu, 25 Feb 2016 01:12:44 GMT"

Expires: "Mon, 01 Jan 1990 00:00:00 GMT"

Last-Modified: "Sun, 17 May 1998 03:00:00 GMT"

Pragma: "no-cache”

Server: "Golfe2"

X-Firefox-Spdy: "h2"

x-content-type-options: "nosniff"

Request headers (0,772 KB)

Host: "www.google-analytics.com”

User-Agent: "Mozilla/5.0 (X11; Linux x86_64; rv:44.0) Gecko/20100101 Firefox/44.0"

Accept: "image/png,image/*;q=0.8,*/*;,q=0.5"

Accept-Language: "en-US,en;q=0.5"

Accept-Encoding: "gzip, deflate, br"

DNT: "1"

Referer: "http://www.waxholmsbolaget.se/resa/skargardstrafiken/sok-resa/reseplanerare/?date=2016-03-22&from=Hasseludden&to=Vaxholm"
Connection: "keep-alive”

Med hjélp av http://archive.org - https://web.archive.org/web/*/www.waxholmsbolaget.se - kan det for
ovrigt verifieras att waxholmsbolaget.se anvant Google Analytics sedan atminstone 2010.



https://web.archive.org/web/*/www.waxholmsbolaget.se
http://archive.org/

